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INTRODUCTION TO WEBEOC

WebEOQOC is an Internet-based program designed to make information universally available to
authorized users everywhere. It manages the collection and dissemination of information. When
used effectively, it is a powerful tool to keep all members of an Emergency Operations Center
(EOC) up to date with real-time information. WebEOC can be used during both the planning
and response phase of an emergency. It can also be used for day-to-day activities to manage
routine, non-emergency related operations. The real-time nature of information in WebEOC
allows for timely, informed decisions.

WebEOQC is a tool that can be customized locally by EPA to provide all levels of access and
scalability the Agency requires on an incident-by-incident basis. In addition, multiple incidents
can be “rolled-up” and managed through one common master view. Through the creation of
Jurisdictions, Users, Incidents and Master Views, practically all operations can be managed
through WebEOC.

Since WebEOC is an Internet-based application, it may be accessed from any web browser,
allowing users to participate from any location where an Internet connection is available. In
addition, WebEOC can be customized with links to external web sites such as the Weather
Channel or CNN.

Through the implementation of WebEOC for EPA’s Daily Operations at the Regional Response
Centers (RRC) and HQ Emergency Operations Center (EOC), users are expected to become
proficient in the operation and use of WebEOC as part of their daily routine. Therefore, if and
when an emergency arises, users will have an effective, working knowledge of WebEOC and
should not experience any “learning curve” at a time of crisis. Managing the information of any
emergency in WebEOC will be seamless and second nature to those who are involved.

Supported Browsers and Devices

WebEOC is best viewed with Internet Explorer v8.0 or higher. Other supported browsers
include Chrome, Firefox and Safari. Mobile devices supported include iPad, iPhone and
Android browsers.

Note — Pop-ups must be allowed for this website or you will not be able to login, and boards
will not function properly. You must also allow cookies. See your Computer Administrator if
you require assistance with these settings.

For the iPad/iPhone using Safari, you can enable pop-ups by selecting Settings | Safari | uncheck
“Block Pop-ups”.

For more information, contact ERT Support at 1-800-999-6990 or email: ertsupport@epa.gov



Overview of EPA’s WebEOC Implementation

The US EPA is using WebEOC to support both the RRC/EOC daily operations, as well as large
scale emergency/crisis operations. The status boards and information available for these distinct
operations is summarized below. Customizations and enhancements are being continuously
developed for both of these areas within WebEOC. Below is a table listing the most common
boards for each implementation, as well as a brief description of their intended use.

DAILY OPERATIONS
Board Name Description of Use
Hotline Log Summary of NRC Reports and Follow-Up Action Reports
NRC Reports Full text NRC Report
Action Reports Full text Action Reports for NRC Report follow-up
Call Log Tracks non-NRC calls received by an RRC
Exercise Log Tracks exercises/simulations
Personnel Log Tracks personnel (on-call, available, unavailable, etc.)
Significant Events Board | Tracks any information deemed Significant from an Action Report.
Operations Log Tracks general operations activity
Report: Daily Ops Status | Printable report that summarizes notifications, personnel status,
significant events, and operations for a specific date range.

EMERGENCY/CRISIS MANAGEMENT
Board Name Description of Use
ICS Forms Required when implementing the Incident Command System
Event Critique Tracks user comments and suggestions (after action items)
Incident Events Tracks critical incident events (explosions, spills, evacuations, etc.)
Situation Updates Tracks general incident events (deployment status, comms info, etc.)
Personnel Log Tracks incident-specific personnel status and availability




LOGIN PAGE OVERVIEW

Type the following URL into your web browser address (i.e. Internet Explorer or Netscape):
https:// webeoc.epa.gov
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»

{5 a GDIT Metwork Resources ﬂl ERT Software Support Ad... c‘j HelpDesk Absolute FAQ ...

WebEOC 7.4 Login

Jurisdiction: | Select a Jurisdiction...

User: \

Password:
\ All fields must be filled in

\
for a successful log in.
WARNING NOTICE

You are accessing a U.S. Government information system, which includes: (1) this
computer, (2) this computer network, (3) all computers connected to this network,
and (4) all devices and storage media attached to this network or to a computer on
this network. This information system is provided for the U.S. Government-authorized
use only. Unauthorized or improper use of this system may result in disciplinary
action, as well as civil and criminal penalties. By using this information system you
understand and consent to the fellowing: You have no reasonable expectation of
privacy regarding any communications or data transiting or stored on this information
system. At any time, the government may for any lawful government purpose
moniter, intercept, search and seize any communication or data transiting or stored
on this information system. Any communications or data transiting or stored on this
information system may be disclosed or used for any lawful government purpose. By
continuing to access this information system, you acknowledge, you understand and
you consent to the above terms.

WebEOC® is a registered trademark of ESi Acquisition, Inc.
ERT Software Support: 800-298-5280
(| Email: ERTSupporti@eps gov

| |

Figure 1 - WebEOC Login

The choices you make on the WebEOC login page will determine the status boards
available when you login. For instance, you must first choose a Jurisdiction. The list of
Jurisdictions includes ERT, HQ, and each of the 10 regions. When you select a particular
Jurisdiction, only the user names and incidents that correspond with that Jurisdiction will be
displayed. Typical login names for most jurisdictions include: Command and Duty Officer.

WebEOC is being implemented to serve two primary functions. The first is to serve as the
Daily Operations log for day-to-day activities of a given jurisdiction. Typically, the user name
associated with this function is Duty Officer.

The second function of WebEOC is to organize the response operations for a given incident.
Although Duty Officer will still appear in the list of user names for the Jurisdiction, it should not
be used for logging in to incidents other than Daily Operations. When logging in to an incident
other than Daily Operations, most users will select an ICS Position.



Multiple personnel may log in under one user. Logins are not specific usernames, rather, they
are titles or positions. Depending on which name you choose for your log in, you will see
different options in your control window designed for that specific job function. Further details
about these differences will be discussed later in the manual.

WebEOC 7.4 Login

Jurisdiction: |All Jurisdictions [~]
Admin -
Command =
DNC2008 i
User: Dt ofeer i WebEOC 7.4 Login
Password:
Position: |Duty Officer [~
Incident: |Daily Operations @ EPA Region 7 [~]
WARNING NOTICE
[ OK ] [ Cancel ]

You are accessing a U.S. Government information system, which includes: (1) this
computer, (2) this computer network, (3) all computers connected to this network,

and (4) all devices and storage media attached to this network or to a computer on
this network. This information system is provided for the U.S. Government-authorized
use only. Unauthorized or improper use of this system may result in disciplinary
action, as well as civil and criminal penalties. By using this information system you
understand and consent to the following: ¥ou have no reasonable expectation of
privacy regarding any communications or data transiting or stored on this information
systemn. At any time, the government may for any lawful government purpose
monitor, intercept, search and seize any communication or data transiting or stored
on this information system. Any communications or data transiting or stored on this
information system may be disclosed or used for any lawful government purpose. By
continuing to access this information system, you acknowledge, you understand and
you consent to the above terms.

ERT Software Support: (p) 800-999-6930 (e} ERTSupport@epa.gov
WebEQOCE is a registered trademark of ESi Acquisition. Inc.

Figures 2 - WebEOC Login options

LOGIN STEPS

Jurisdiction — select the appropriate region or location.

User — select the appropriate job function. If logging in to the Daily Operations Incident, select
“Duty Officer”. If logging in to an event other than Daily Operations, select one of the other

user names based on positions in the Incident Command System (ICS) guidelines. For example:

Duty Officer — access Daily Operations logs including Hotline, Personnel, Call Logs,
and NRC Reports.

Planning/Logistics — Incident management with ICS Forms and Event specific boards.

Note: — Login as Duty Officer for Daily Operations and as Planning/Logistics for
Incident/Event related information.

Password — type in the appropriate password for the user name selected.

Incident — select the appropriate incident, exercise, or Daily Operations boards to display.



Upon successful login, the following window will be displayed:

r@ WebEOC 7.4 - Windows Internet Explor, =l a=l
|Eﬁ http://webeoc].ertviper.org/eocl/controlpanel.aspx’top= B N . . .
= Login information including
ebEO : = Username and Incident/Event
RT Duty Officer as Duty Officer Log O;
Daily Operations @ EPA Region 7
Boards I
[WebEOQC 7 Migration] JS Tests (%] Red x button indicates
Board Name Color: Action Reports e .
. - _ there is an open Board
Red — New information Call Log ] . ) .
. . > - Display to view existing
Black - No new information Exercise Log @
Hotline Log o status board data
Operations Log :ﬁ:@
Personnel Log R ceceecccccccscsscccscsscnnsans,
SErIE B :g veeeseseeees: Blue+button —opensthe
i\‘;eb?“e Links : ¢ “Ops Window” to add/edit,  :
D;ﬁ'g‘;g User Guides 5 . sort and filter records :
=Ll
EPAOSC Websites

ER Analyzer (EPA Internal)
ERNS Web Application
Google Maps

Google Search

MapQuest

National Equipment Log
Report: Daily Ops Status
Report: ICS 213s by Status
Weather Channel Web Site

Figure 3 - Control Panel / Dashboard

WEBEOC NAVIGATION OVERVIEW

Basic Functions

There are three main types of windows that are used to navigate and operate WebEOC: the
Control Panel (Main Dashboard), the Ops Window (Input/Edit forms) and the Board Display
(READ-ONLY). The Ops Window is used to add, update, organize and integrate all data for
each board. The Board Display window is used to view all the entries that have been made via
the associated input/edit screen.

e Control Panel (Main Dashboard)
This window allows you to navigate through WebEOC. From the Control Panel, you can
see who you are logged in as, which event you are logged in to, the status boards, links
and reports available to you, as well as the logout button. Login/logout information is at
the top of the Control Panel, followed by status boards, then links and reports.

e Ops Window (Input/Edit Form)

e Board Display (READ-only Data Display)



e Colored Board Names
Colored Board Namess on the Control Panel are used to alert users when new data has
been posted to a status board.

The following list describes the indicator light color definitions and applies only to status

boards:

e Black - indicates no new data
e Red - indicates new data available

WORKING WITH STATUS BOARDS

Viewing Existing Data

To view existing data for a specific board, click on the board name (i.e. Action Reports).
Depending on the status board you select, you will be presented with a table-view of existing
records or a full-text version of the most current record for that board. Below is an example of

the table view of a board.

‘=) Action Reports Display - Windows Internet hplomﬁ These buttons allow the
 —

& http://webeoc].ertviper.org/eoc] /boards/board.aspx?tableid=156 &viewid=403 &uvid=1.5724

user to navigate through

Daily Operations @ EPA Region 3

Action Reports

Last Updated: Mar 13 2013 5:514M

multiple pages of data.

The data is listed
chronologically by last
update with the most recent

DataID| Date | Time |Submitted By|NRC Report # [Hotline Log # Action Info /] data first.
507815 | 2013/03/11 |11:24 RO3 Duty 1040687 1353828 10:30 a.m. - A diesel fuel spill from a )ém(
Officer (L. tractor trailer accident is reported Orga
| Marzulli) along I-30 West at MM 7.5 in OPERATIONS
Lackawannock Township. The sp# Phone #:
i5... More
598113 | 2013/03/12 |13:54 RO3 Duty 1040885 1354733 10:30 a.m. - Approximatgy 300 Name:
Officer (L. pounds of refrigerant v released Organization: PEMA SEQOC
Marzulli} due to a pipe being gt that contained | OPERATIONS
a coolant line at th€ George School ... |Phone #:
More
597994 | 2013/03/12 |21:11 RO3 Duty 1040881 1354719 This is an gAGoing problem. Property |Name: Duty officer
Officer (G. owner apfarently refuses to lst Organization: WWDEP
Hamy) respopders/power co. on property. Phone #: 800-642-3074
Rus# Joins {sp?)at WVDEP is the
o ot Note: Multiple display
597530 | 2013/03/12 |16:03 RO3 Duty 1040839 1354530 2013/03/12, 1451 HOURS: O5C Namg .
Officer ZENONE FOLLOWED-UP INCIDENT  [orgal  WINDOWS may be open at any
(ZENONE) REPORT FORWARDED BY EPARS RRC |Phon B
COORDINATOR,WATCHSTANDER: one time.
MARZILLI THIS DATE. OSC
This button takes you back to ZENONE .. Hore
) 2341 RO3 Duty 1040755 1354328 Passed NRC Report on to VDEM and | Name: Jennifer Welcher
the first record. Officer VDEQ offices via email, and offered | Organization: VDEQ
(McLaughlin) EPA assistance if necessary. No Phone #: B04-652-5812
N1 | | anticipated EPA actions are expected =

LI

AN |
KX BPace 107376 [Ed W Disable Refresh

Figure 4 — NRC Reports Board Display

Disable Board Refresh — WebEOC automatically refreshes the Display window every 15
seconds to ensure that updates are displayed in real-time. The refresh option may be temporarily
disabled by checking the box next to Disable Board Refresh.



ADDING/EDITING AND ORGANIZING DATA

Ops Window (Input/Edit Form)

Click on the blue + button to the right of the board name in the Control Panel to open the Ops
Window (input/edit form) for a particular board. The Ops Window is where you manage and
post information to a board. By default, a blank data entry window is displayed when the Ops
Window button is selected. Primarily, you can create a new record or edit an existing record
with this option. Other functions of the Ops Window include data organization using sorting and
filtering.

-:.Enﬂ

[ —
‘= Action Reports Ops - Windows Internet Explorer

& http://webeoc] ertviper.org/eocT/boards/board.aspxlops=true&permlevel=2itableid=156 viewid=402 &displayviewid B
bl Sot [ Fier )
ﬂ Mew Record |
Spey/ﬁheck ] [ Cancel ] [ Retrieve Racord ]
Z
/ Data Links
Action rts to Significant m
Events)
2013/10/08  (vvyv/MM/DD)_"] Time: 11:01 Submitted by:
. 1 YYYY /MM DD mmes 110 .

Operational Buttons HQ Duty Officer _[v]
Organize the display pfficer/Responder Name: NRC Report #: Hotline Log #:
of existing data T

Descniption:
Input/Edit Form Note: .

Only one Ops Window may be open at
Add new records or any time. If another Ops Windows is
Edit existing records pntacted y B P -
accessed while one is open, the existing
| Name: one will be replaced
Organization:

Phone #: I

Figure 5 - Action Reports Ops Window

At the top of the Ops Window, there are operational buttons available for inputting and
organizing data. Although the Board Display window does not have to be open when organizing
data, it is recommended that the corresponding Board Display window is open since the results
are only reflected in there. However, if you open the Board Display AFTER applying your

changes, those changes will still be reflected in the window.

Entry — The default option when the Ops Window is opened is to add a new record.
When the data entry is completed, click on the ‘Save’ button to post the entry. The Board
Display (if open) will reflect the posting immediately. Click ‘Cancel’ if you do not wish
to post your entry. The Retrieve Record button allows you to retrieve an EXISTING
record by entering the Data ID of that record. However, it is recommended that you
select the data ID from the Board Display when you want to edit a record.

10




Sort — arrange the data in the Board Display using specific criteria. The default sort
order is the most recent record displayed first. The data can only be sorted by ONE of
the fields, and can be in ascending or descending order. In addition, the number of
entries to display per page can also be selected from the Message Count option below the
Sort criteria. You can only sort on ONE field at a time with Data 1D as the secondary
sort field. This cannot be changed.

Click on the Sort button to apply the sort criteria. The resulting sorted data is displayed
in the Board Display window (if window is already open).

= HQ Call Log Ops - Wir net Exp (=] B ]
@ http://webeocT ertviper.org/eocT/boards/board.aspxlops=truefpermlevel=2&tableid=147 &viewid: B
Entry Filter
Sorting
duty_officer E © Ascending ® Descending Note:
The Sort function will
Appl Reset . .
look identical for
) every Board. The only
Paging differences will be the
Show |25 [] records at a time. Fields that you can
sort by.
Page 1

Figure 6 - Sort Options

-
@ HQ Call Log Display - Windows Internet Explorer

| & hitp://webeoc] ertviper.org/eoc]/boards/board.aspx?tableid=147&viewid=4048uvid=1.2540

Daily Operations @ Washington, D.C.

|
HQ Call Log
| Last Updated: Mar 13 2013 7:48PM E
call call Incident . S =
DatalD|Date Time Type Cat Duty Officer Contact Info Type Incident Description Notes URL | Details
7613 |2008/09/18 |15:47 |Incoming | OEPPR/EQC Zanter Name:Craig Carroll Other Looking for Sherry Fielding. Transfered call to nfa +
employee Organization: Fielding.
location Contact Info:214-
665-2220
51 2006{09/26 |11:05 |Incoming NRC Worlays Name:NRC R7, NRC# B12657, BAYARD, B12857 n/a View
Organization: NE, PRP-NORMA MANQUERA,
I Contact Info: CALLER STATED THAT INCIDENT
DRIVER OF A TRACTOR DESCRIFTION
I TRA... More ... More
1810 |2005/01/16 |11:11 |Incoming | General Worleyfor  |Name:Starvos At 10:55am on Sunday, | n/a m
I Information Burgess Emanuel January 16, 2005 the -
Organization:Region
505C The Data has been
Contact Info: . -
sorted primarily on
3959 |2006/01/30 |21:36 |Incoming | NRC Worley ~ | Name:NRC Spill 78778 | the Duty Officer
Organization: f I
Contact Info: meent oescy] - data field and
— — - ”%:e secondarily on the
1730 |2005/01/11 |10:03 |Incoming NRC Worley/S. Kelly |Name:NRC Spil F745782 - 18 Wheg View
Organization:NRC Gasloine Sp Data ID -

4| i | 3

B B race 10f 404 B Disable Refresh

Figure 7 - Call Log Display Window
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Filter — limit the records displayed in the Board Display based on one or more fields. Click the

Apply Filter button at the top of the screen. Once the data has been filtered, it is possible to sort
the filtered results by selecting Sort. The resulting filtered data is displayed in the Board Display
window (if window is already open).

|72 HQ call Log Op= W

@ http://webeocT ertviper.org/eoc] fboards/board.aspxiops=truelpermlevel=2&itableid=1478viewid=383& displayviewid=404 &uvid=" B

CEn [ s i)
Filter
[ poply | [ear |
Entered By| [~]
Position =]

Call Log Add/Update

Calll Date: 2013/10/10  (YvY¥/MM/DD)_2]
Call Type: @ Incoming ' Outgoing Call Category: | NRC

Call Time: 09:36

uty Officer:

Region: | _Lat—"|

Contact Information

Name:
Organization:
Contact Info: -

Incident Information

Incident Type: |z|

Incident Description: "
URL:
Notes

Any one or
more input
fields may be
used as criteria
to filter the
entries in the
Board Display

Figure 8 - Call Log Ops Window

B Blrage 1 of 404

M Disable Refresh

= 4
fa— ~ Iy
/= HQ Call Log Display - Windows Internet &ph’" ‘ [E=EENs
@ http://fwebeocT.ertviper.org/eoc?/boards/board aspx?tableid=147 &viewid =404 8wvid=1.2540 2
|| Daily Operations @ Washington, D.C. o

I HQ Call Log
Il Last Updated: Mar 13 2013 7:48PM
DatalD| Date Time E::e g“ Dum'ﬁ Contact Info .'“1; Incident ripti MNotes URL | Details 3
11383 |2013/03/13 |20:28 |Incoming MRC Franklin |Name:NRC 1040950 Spill NRC 1040930 RS Berkley, nfa
Organization: CA Incident occurred
‘Contact Info: 3/12[13. THE CALLER.
REPORTED THAT A 3RD H
P Resulting Board
11382 |2013/03/13 |18:10 |Incoming NRC Frankiin |Name:NRC 1040965 Spill NRC 1040965 RS 1 1 1
Organization: Minneapolis, MN CALLER Dlsplay a'fter FI Iterlng
‘Contact Info: REPORTED A LEAK OF
REPORTED A LEAK OF on NRC requests for
INCH CAST IRON... More Cal I Cate or
11381 |2013/03/13 |10:42 |Incoming MRC George |Name:NRCZ1040912 Spill MRC#1040912, 5an Diego, g y
Denning |Organization:NRC €A, Caller is reporting that
‘Contact Info: contaminated soil on a
construction si... More
11379 |2013/03/12 |20:52 |Incoming MNRC Franklin |Name:NRC 1040879 Other MNRC 1040879 Update to nfa "
'Organization: NRC 1040873 R6 Lafitte,
‘Contact Info: LA CALLER STATED THAT
ATUG AND BARGE IS O...
More
11378 |2013/03/12 |20:00 |Incoming NRC Franklin |Name:NRC 1040873 Other MNRC 1040873 R6 Lafitte, nfa n
Organization: LA A TUG AND BARGE 15 hittp: ffwevave wwiltv. com/news(local /Man-
‘Contact Info: ON FIRE.[Diesel) THERE severely-burned-in-Lafitte-tug-boat-fire-
15 NO DISCHARGE ... 197687561... More
More
M | 11377 |2013/03/12 |15:58 |Incoming [ NRC George | Name:NRCZ1040852 Other NRC=1040852, Orange, nfa
Denning |Organization:NRC TX. caller reported that i
Contact Tnfn- 1mit releacad fimas of
|

Figure 9 - Filtered Call Log
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Filtering is useful when you need to view a subset of the data. In the sample window
above, you could filter for calls logged by a specific Duty Officer, or only the calls that
fit a specific category. At least one field or as many as all of the fields may be selected as
criteria for the filter. However, the filter is all inclusive. Therefore, if you select multiple
fields for your criteria, all of that criteria must exist for a record or it will not be

displayed.

To remove a filter, return to the Filter window and click the Clear Filter button. Note:
Any displays generated by applying a Filter will take precedence over operations done by
way of a Sort. For example, if a filter is applied to a Board Display, any Sorts performed
thereafter on that board will sort only the filtered data. If you wish to Sort on all of the
records, you must REMOVE the filter before you perform a Sort.

LINKING TO EXTERNAL WEBSITES

The WebEOC system administrator can create external website links for any active event.
Having links to sites such as CNN and the Weather Channel enable a user to access those
websites directly by clicking on the link in WebEOC rather than opening a browser and finding

the website.

(72 WebEOC 7.4 - Windows Internet. L2 E"‘_‘?-?_'Il

ES httpi//webeoclertviper.org/eacT/controlpanel.asy B

WebEOC 7.4

HQ Duty Officer as Duty Officer
Daily Operations @ Washington. D.C.

Boards

Action Reports [+ =]
Basic HTML Formatting [+ =]
Exercise Log [+ =]
Hotline Log (=]
HQ Call Log [+ W]
Operations Log 88
Personnel Log (%]
Significant Events (%]

Useful linkstoan
external website ht of Homeland Security

- er (EPA Internal)
m_ay be fOl_,Ind in b Application
Links section of mergency Management Ageficy l
the Dashbgard

hps

\ =) arch

apQuest

jonal Equipment Log
NR ‘ebsite
Report:Ygaily Ops Status

Weather Channel Web Site

I http://ww

v.weather.com,

PL-BEX National and Local Weather... %

- ==
kS

% @HConvert v ([EHSelect

5% £ GDIT Network Resources &) ERT Software Support Ad... £ HelpDesk Absolute FAQ ...

®

FORECASTS

Most Popular

HEALTH

The 50 Best Places
to Grow Old

+

MAPS VIDEO PHOTOS NEWS

v

L
|«

|
Nor'easter Slams
East Coast

Stormy Week Ahead
for Many

http://www.weather.c

2 SonicWALL - Authenticati... References v Z |

Search Zip, City, or Place (Disney World) Q

feedback

New FLIR Infrared
Cameras

FLIR.com/E-Series-Infrared-Camera

Enhanced Imaging For Under
$1,000. Thermal, Visual & MSX
Imaging.

ADVERTISEMENT

Figu

re 10 - External Links

®100% v
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Using WebEOC for Daily Operations VS. ICS Incidents

The Daily Ops Control Panel contains status boards for the daily management of the RRCs and

HQ EOC.

The Incident Specific Control Panel is tailored to meet the needs of an individual exercise or
emergency response. ICS forms dominate the layout with various logs and links following later.

— ——
[ siicnn 74 - Windows Internet.. (s o=h 3

User ID should be
Duty Officer

WebEOC 7.4

HQ Duty Officer as Duty Officer

Daily Operations @ Washington, D.C.
Boards

Edcoc].ertviper.org/eoc] /controlpanel.asy &

Z

Event name should be _
Daily Operations natting

Hotline Log

HQ Call Log
Operations Log
Personnel Log
Significant Events

CO0DDODDOD
DO0DODO0O0D

Links

CNN News

Department of Homeland Security
ER Analyzer (EPA Internal)
ERNS Web Application

Federal Emergency Management Agency
Google Maps

Google Search

MapQuest

Mational Equipment Log

NRC Website

Report: Daily Ops Status

Weather Channel Web Site

User ID should be an ICS
Position i.e. Planning

r —
/2 WebEQC 7.4 - Windows Inter7é.. ST

| ESI http://webeoc] ertviper.org
Jelm® 4

HQ Planning as Planning

RDDJ/IND Response

focT/co Event name should
be Incident name

og Off

Boards

IC5 213 - EPA General Message

Incident Notification Log
Significant Events

[+ -+ +]

ICS Menu »

Tools

Messages

Plugins

ICS User Guides

0 B8 0 o8 .

Links

Report: Incident Notifig
Report: LRE Special M

Any Status Board with
ICS in the title refers to
the corresponding
Incident Command
System form.

Figure 11 - Daily Operations and Incident Specific Control Panels
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WEBEOC DAILY OPERATIONS

Background

Daily operations in the response operations context is defined as all activities and tasks related to
spill notifications both from the National Response Center (NRC) and notifications from other
sources. These activities include telephone duty (PDO), primary response (R1), secondary
response (R2), interaction with responsible parties, action reports, response asset management
(human and hardware), support of field operations, planning, training, and other tasks that may
be required.

These activities must be conducted efficiently and effectively, and be sufficiently documented to
satisfy the Daily Operations mission. In addition, to facilitate multi-regional events, common
procedures should be employed in all the regions, and communication of the resulting
information stream should be optimized within each region, between regions and EPA
Headquarters (HQ).

The physical location for Daily Operations are the Regional Response Centers (RRC) in each
region, and the HQ EOC in Washington. After-hours duties shift to the homes of the PDO’s and
the response OSC’s. It is critical that the information management tools utilized to support Daily
Operations are available from all duty locations.

Method

In order to provide a nationally consistent flexible set of information management tools and
procedures to support Daily Operations, WebEOC is utilized under custom-designed Daily
Operations events. WebEOC is an Internet-based application that may be accessed by any

authorized user with an Internet connection.

Each region uses an identical core of form-based data tools, and if desired, supplemented by a
region-specific toolset. Data is maintained within a WebEOC event dedicated to each region (R1
Daily Operations, R2 Daily Operations, etc.) to ensure regional control of their information.
These regional Daily Operations events are merged for HQ by use of a WebEOC Master View
that gives HQ read-only access to all regional data. Data entry occurs once at the source of the
information in the regions, and then the data can be utilized both regionally and nationally.

Toolset

ERT has custom-designed a set of WebEOC tools to support the requirements of Daily
Operations. Each task is supported by a specific information tool and the resulting data is
merged and aggregated as necessary to produce queries and reports to satisfy regional and
national information needs.

The WebEOC toolset for Daily Operations is comprised of the following seven (7) main
components:

Hotline Log
Action Reports
Personnel Log
Equipment Log
Operations Log

orwdPE
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6. Significant Events
7. Status Report

Hotline Log

The Hotline Log is a summary of spill notification reports received from the NRC with
additional fields for information supplied by the region. The NRC transmits notifications to ERT
and appropriate Hotline Logs are automatically updated in WebEOC. New reports are displayed
at the top of the Hotline Log and are highlighted yellow until the Material Type field is filled (by
the PDO).

Hotline log records can be edited to make corrections or to enter region-supplied data by clicking
on the DatalD link in the Hotline Log. Review the full text of the related NRC report by clicking
on the ‘Get NRC Report’ in the edit screen or the NRC No. link in the Hotline Log table view.
Action or Spill Summary reports to document follow-up activities may be submitted by clicking
the Action Report link at the top of each NRC report (see Action Report).

Once the Material Type field has been updated, the contents of the Hotline Log are used to
automatically build the Spill Notification section of the Daily Ops Status Report (see Status
Report).

Hotline Log reports can be sorted and/or filtered on the contents of any data field.

Action Reports

Actions reports can be filed with reference to a specific NRC report by clicking on the Action
Report button at the top of each report’s full text view. A new Action Report is opened, and the
NRC report number is automatically entered into the Action Report reference field. Selecting
Action Report from the WebEOC dashboard can also file Action Reports WITHOUT a reference
to an NRC report. Any number of reports can be filed with respect to a particular incident.
Interim reports are marked Pending and the last report is marked Closed.

Data from an Action Report can be automatically added to the Significant Events board by
selecting the data link Significant Events checkbox at the top of the entry form. Submitted
Action Reports are accessible from the Hotline Log via a link in the last column of the Hotline
Log.

Action Reports can be sorted and/or filtered on the contents of any data field.

Personnel Log

Basic data concerning the OSC staff is captured in the Personnel Log as a means of managing
human assets for response activities. The current PDO, R1, R2, and outposted OSC’s can be

identified. The availability status of each OSC (available/unavailable) can be recorded along

with multiple contact numbers.

The information in the Personnel Log automatically builds the Personnel section of the Daily
Ops Status Report (see Status Report).

Personnel Logs can be sorted and/or filtered on the contents of any data field.
16



Equipment Log

Equipment log is designed to manage hardware assets for response activities. Equipment
description, location, availability, and contact information can be recorded. Although manual
entry of this information is currently required, when the National Equipment Management
System (NEMS) is in place at all EPA equipment warehouses, this information will
automatically be provided from that system.

Equipment Logs can be sorted and/or filtered on the contents of any data field.

Operations Log
Field operations status can be recorded and managed by entering relevant data in the Operations
Log. This information can be automatically added to the Significant Events section of the Daily
Ops Status Report (see Status Report) by selecting Yes for the Report Item option at the bottom
of the entry form.

Significant Events
Any information that is considered notable can be recorded as a Significant Event.

The information in Significant Events automatically builds the Significant Events section of the
Daily Ops Status Report (see Status Report).

Status Report (Daily Ops)

The Daily Ops Status Report is a summary of data recorded with the tools described above. The
report can be generated based on a single day, or any date range. The report is comprised of the
following sections:

Report Date Range

NRC reports are summarized by State and Material Type

OSC assignments to PDO, R1, R2, outposted OSC’s, and Available OSC’s are listed.
Selected Operations Log items are listed (see Operations Log).

Selected Significant Events are listed (see Action Reports and Operations Log).

Status Reports present regional data within each regional Daily Operations event. HQ, by use of
the National Daily Operations Master View, can produce regional reports, and a national report
drawing from the aggregate data of all the regional Daily Operations events.

17



OVERVIEW OF BASIC DATA FLOW AND USER RESPONSIBILITY FOR NRC
NOTIFICATIONS IN WEBEOC

1. NRC Reports are automatically delivered to the HOTLINE LOG in WebEOC. New
entries are posted at the top of the list, and will appear hi-lighted in yellow until a
material type is defined.

2. EPA Duty Officer/OSC reviews the corresponding NRC Report by clicking on the NRC
number in the HotLine Log. An Action Report with follow-up information may be
submitted from the NRC Report to document response activities.

3. HotLine Log entries are updated by clicking on the DatalD number of a record in the
HotLine Log. When the material type is specified, that record will no longer be hi-
lighted in yellow. An Action Report can be submitted from the HotLine Log data-entry
window.

4. EPA Duty Officer/OSC submits an Action Report with follow-up information about the
NRC Notification/HotLine Log Entry.

5. EPA Duty Officer/OSC submits a Spill Summary Report with extended Spill Summary
information.

/2 WebEOC 7.4 - Windows Internet.. 85| (= 'S

Navigating through the Control Panel:

HQ Duty Officer as Duty Officer

The Control Panel display contains the typical set of Bt s O
status boards, links, and reports available to each Boards
Region for Daily Operations. Action Reports R
Basic HTML Formatting 86
Exercise Log (+ ]
. View/Edit existing information by clicking || otine Log -
HQ Call Log (%]
on the Status Board name. : -
.. Operations Log (+ ]
o RED _Colored Board Name indicates P Lo 0o
there is new data Significant Events a
Links
J Enter new information by clicking on the CNN News
blue + button to the right of a status board Department of Homeland Security
name. ER Analyzer (EPA Internal) ‘

ERNS Web Application
Federal Emergency Management Agency

o Indicator x button on the right of the Board
. . . Google Maps
Name will turn RED if a Board View
window is open on your desktop L oooe an
y ' MapQuest
National Equipment Log
NRC Website

Report: Daily Ops Status I
Weather Channel Web Site
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DAILY OPERATIONS IN PRACTICE

Review HotLine Log

e NRC Reports are automatically delivered to the HOTLINE LOG in WebEOC. New entries

are posted at the top of the list, and will appear hi-lighted in yellow until a material type is
defined.

e Display the HotLine Log by clicking on Hotline Log Board Name in the Control Panel

e Review the HotLine Log for any new entries (on top and hi-lighted yellow). Any other

H

otline Log

fedll LUy

- -+ -+
I %I %I

yellow entries indicate that a Material Type has not yet been defined.

e Note: If the word More appears inside a field, additional information will be displayed when
you click on the underlined word More.

Bl race 10f 962

Disable Board Refresh

WebEOC automatically refreshes the Display window every 15 seconds to ensure that updates
are displayed in real-time. The refresh option can be temporarily disabled by checking the box

M Disable Refresh

Figure 12 - Sample HotLine Log

next to Disable Board Refresh at the bottom of the Display window.

-
'I'@ Hotline Log Display - Windows Internet mlorer - t Elﬂlﬂ
S [rg— g —
& http://webeoc] ertviper.org/eocT/boards/board.aspx?tableid=141 Bwviewid=3728uvid=1.5727 =]
B
Daily Operations @ EPA Region 5 =
HotLine Log
Last Updated: Oct 10 2013 9:29AM =
DatalD | Date MNRC | Status | State Log NO. | Reporter / Source Of Loecation Of Water Material Amount | Material | State Or EPA| Initial EPA |URL| Action
of NO. i Pollutit id Body Type | Responded Action Report| |
Report (s)
1355165 13-MAR Pending benning AGRIUM US NORTH BEND, nene NITROGEN OXIDES Local FD no action nfa No |
-13 INC OH {0 UNKNOWN notified,
16:37 County: AMOUNT); release from I
HAMILTON fadility, RP
investigating
cause i
1355205 1040965 ()Closed 0sC CENTERPOINT | MINMEAPOLIS NOME MATURAL GAS (0 | Other MN OPS, NOME- nfa No I
-13 N BOSEMAN ENERGY MN UNENOWN LOCAL NATURAL GAS
18:01 County: AMOUNT); POLICE & FD RELEASE I
HENNEPIN ON SCENE SECURED.
1355050 | 13-MAR | 1040931 | Closed benning SPORTS PLUS CINCIMNATL, none AMMONIA, Haz Locals no action nfa No
-13 OH ANHYDROUS (0 notified, relief
12:31 County: UNENOWN valve opened,
HAMILTON AMOUNT); release
secured I
1355128 13-MAR | 1040947 | Pending | 2013-2-25-0295 |  benning PILOT TRAVEL | COLUMEUS, OH | DRY RUN OIL: DIESEL (0 il OEPA Contacted nfa No
-13 CENTER. County: CREEK UNENOWN responded, OEPA Mike l
14:41 FRANKLIN AMOUNT); sheen on Dry | Dalton , left
Run Creek, message if I
likely from State needed I
fuel spill in assistance to
52012 call back [
I 1354877 113-MaR 1 1040396 | Clnsed BATI FY. TN NONF OT1 . MISC: il MNONF-NO nfa Nn i
—
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Review NRC Report

Review the related NRC Report by clicking on the corresponding NRC No.link.

3 https:/ /www.epawebeoc.o |0 |£|

Submit Action Report Spill Surmmary Report

P ——

HATIOHAL RESPOHSE CEHTER - FLASH FAX

*4%*GOVERHMEHT USE OHLY#*#*+*GOVERHMEHT USE OHLY*#&#*

DD HOT RELEASE this information to the public without
permission from the HATIOHAL RESPOHNSE CEHTER 1-800-424-8802

Incident Report # 740872

INCIDEHT DESCRIPTION

*Report taken by: CIV RAWLS at 12:56 on 09-HOV-04

Incident Type: PIPELIHE

Incident Cause: UNEHOWH Affected Area:

The incident was discovered on 09-HOV-04 at 09:00 local time.
Affected Medium: ATR ATMOSPHERE

REPORTIHG PARTY
Hame: CLARK MOWER
Organization: HORTH WEST PIPELIHE Address: 295 CHIPETA WAY

SALT LAKE, UT 84108
HORTH WEST PIPELINE called for the responsible party.
PRIMARY Phone: (801)5847045

Type of Organization: PRIVATE EHTERPRISE -
4 | i
[&] pore N v

Figure 13 - Sample NRC Report

Submit Action Report

An action report to document response activities may be created by clicking on the Submit
Action Report button at the top of the NRC Report. More than one Action Report may be
filed with each NRC Report.

Individual Action Reports un-related to specific NRC Reports can also be submitted directly
by creating new entries in the Action Report Status Board (click on the blue + button to the
right of Action Reports on the WebEOC Control Panel).

Action Reports 6‘!

Call Log + %}
Evarcica | An [+

An Action Report may also be created from the Action Log entry form by completing the
fields and clicking on the Save button at the top of the form.

‘2 Action Reports Ops - Windows Intemet Explorer = | B )
@ httpi//websoc] ertviper.org/eoc] /boards/board.aspxlops=truedipermlevel—2&itableid=156 Bviewid=402 B
Eni Sort Filter
,/\ New Record
( Y soel check | [ Retrieve Record |
7
N Data Links |

Action Reports tol | L
Significant Events| 3

Submitted by:

Date: 2013/10/10 (wwmmon)ll Time: 10:36 HQ Duty Officer [
| Duty Officer/Responder Name: NRC Report #: Hotline Log #:
I Action Information

Description:

Figure 14 — Save New Action Report
20



The image below displays the Ops Window (data entry/edit screen) for an Action Report. Most
fields are self-explanatory; however, a few fields warrant further explanation:

F
=) Action Reports Ops - Windows Internet

== 3] |

& http://webeocT.ertviper.org/eoc/boards/board.aspx?ops=trueltpermlevel=2&itableid=156 Bviewid=402&displa E|

(_ Entry Sort [ Filter )

Never use the Retrieve
Record Button

[ Save ] [ Spell Check ] [ Cancel ] (

Action Reports to| D
mificant Events|

. prm—— By clicking this check
Date: 2013/10/10 (VW\‘,FMM}DD)_BI Time: 10:41 HQ Duty Officer |z| bOX the information
Duty Officer/ Responder Name: | NRC Report #: r-loﬂineLDg #: | typed |n the ACUOn
Acton ‘nfoemtion Information section will
e , automatically create a

new entry in the

| Significant Events board.
Information in the
Significant Events board
prints with the Daily Ops
I Status Report.

‘Organization:

Phone #:

Figure 15 — Save New Action Report

Associated NRC Report #:

If an Action Report is submitted using the Submit Action Report button on the NRC Report
window or Hotline Log Ops Window, this field is automatically filled in with the corresponding
NRC number. If this action report is not related to an NRC report, the field can be left blank. If
the NRC number is completed, a report can be printed that contains the NRC report along with
all the action reports associated with it.

Associated HotLine Log Data ID#:

If an Action Report is submitted from the Submit Action Button on the HotLine Log Ops
windows, this field is automatically filled in with the corresponding HotLine Log Data ID. If
this action report is not related to an entry in the HotLine Log, the field can be left blank. If the
HotLine Log number is completed, a report can be printed that contains the HotLine Log entry
and all the action reports associated with it.

Click the Save button on top to record any changes.
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Edit/Update HotLine Log
HotLine Log entries are updated by clicking on the DatalD number of a record in the

HotLine

Figure 16 - Sample HotLine Log

indows Internet Explorer

& http://webeoc] ertviper.org/eoc/boards/board.aspxlops=true&permlevel=2 &tableid=141 &viewid=371 &displayvie B

Sot |

e

Filter

)

[ save | [ spell check | [ cancel |

Submit Action Report ][ Spill Summary Report ]

Update Record 1355165

HotLine Log Update Form

Date Of Report:

13-MAR-13 16:37

(DD-MMM-YY)

ERNS Number:

NRC NO.:

( Get NRC Report )

State Log NO.:

Reporter Receiver:

benning

Source Of Pollution:

AGRIUM LS INC

Location Of Incident:

City: NORTH BEND
County: HAMILTON

State: | OH [+ |

Water Body:

nong

w

WDE {0 UNKNOWN AMOUI

( Material Type:

EP)

State Or EPA

: Mﬁﬁed, release from facility, R

Initial EPA Action:

na action

URL:

hitp://

Status:
]

[=]

1 - Pending
—

]

Figure 17 -

HotLine Log Ops Window

@ http://webeoc] .ertviper.org/eoc’/boards/board.aspx?tableid=1418&viewid=3728wvid=1.5727 2
| Daily Operations @ EPA Region 5 —{l
H [ |
| HotLine Log I
Last Updated: Oct 10 2013 9:29AM =
DatalD | Date | NRC |Status | State Log NO. [Reporter /| Source Of Location Of Water | Material Amount | Material | State Or EPA| Initial EPA |URL| Action
of NO. Receiver Pollution Incident Body Type Action Report| |
Report (s)
1355165 | 1§-MAR Pending benning AGRIUM US NORTH BEND, none NITROGEN OXIDES Local FD no action nfa No
-13 INC OH (0 UNKNOWN notified,
16:37 County: AMOUNT); release from
HAMILTON facility, RP
investigating
cause
1355205 13-MAR | 1040965 | Closed 0sC CENTERPOINT | MINNEAPOLIS, NONE NATURAL GAS (0 | Other MN OPS, NONE- nfal No
-13 BOSEMAN ENERGY MN UNKNOWN LOCAL NATURAL GAS
18:01 County: AMOUNT); POLICE&FD | RELEASE
HENNEPIN ON SCENE SECURED.
1355050 13-MAR | 1040931 | Closed benning SPORTS PLUS CINCINNATI, none AMMONIA, Haz Locals no action nfal Neo
-13 OH ANHYDROUS (0 notified, relief
12:31 County: UNKNOWN valve opened,
HAMILTON AMOUNT); release
secured
1355128 13-MAR | 1040947 | Pending | 2013-2-25-0295 | benning PILOT TRAVEL | COLUMBUS, OH | DRY RUN OIL: DIESEL (0 oil OEPA Contacted n/a No
-13 CENTER County: CREEK UNKNOWN responded, OQEPA Mike
14:41 FRANKLIN AMOUNT); sheen on Dry | Dalton, left
Run Creek, message if
likely from | State needed
fuel spillin | assistance to
5/2012 call back
1354877113-MAR | 10408961 Clased 0SC NORFOI K BATI FY. TN NONF 0Tl . MISC: 0il NONF-NO nfa No b
Page 1 of 962 B Disable Refre -%
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e |If the NRC report number is completed, the NRC Report can be displayed by clicking the
underlined View Report link to the right of the NRC number.

e Enter a Material Type by selecting one from the drop-down menu.

e Check the Exclude from Reports if you do not want this record to be included in the Daily
Ops Status Report totals. This might be necessary for calls that required no EPA action.

e Make any other necessary changes to the HotLine Log and click Save to record the changes.

The previous examples of WebEOC functionality in creating new entries, modifying entries
using the DatalD, and the Control Panel navigations apply to ALL WebEOC Status Boards.
Each region has a core list of Status Boards but additional boards may be available from region
to region.

Recommended Display

When changes to the Status Boards are made, the Board Display is automatically updated. It is
recommended that you have the Board Display open at the same time you are making updates.
The Windows may be resized so that you can view all the necessary screens simultaneously. It is
especially recommended to have the following window arrangements when sorting and filtering.

& WEBEDC 74 - Windows Internet Epor..| S CHET l@ Hotline Log Ops - WindoWs Intemet Explorer
— _— —

ESi hitp://webeoc] ertviper.org/eoc]/controlpanel.aspxitop: B @ http://webeocT.ertviper.org/eocT/boards/board.aspxlops=truedipermlevel=2&ttableid=141 Bviewid=371 &displayvie B

WebEOC 7.4 Sort Filter

R5 Duty Officer as Duty Officer

| Daily Operations @ EPA Region 5
Boards

Update Record 1355165

- — Submit Action Report |[ Spill Summary Report
[WebEOC 7 Migration] JS Tests ] I ]H e =
— otLine Log I’dﬂtﬁ orm
Action Reports %] -
— Date Of Report: | 13 MAR-13 16:37 (DD-MMM-YY)
Call Log %]
. i ERNS Number: =
Exercise Log %]
— NRC NO.:
Hatline Log %] 1a%es GeLNRC Report |
Operations Log %] State Log NO-:
Personnel Log G Reporter Receiver: | benning
Significant Events [%] Source Of Pollution: | AGRIUM US INC
Website Links [%] Location Of Incident: | City: NORTH BEND  State: | OH =] b
Plugins County: HAMILTON
Daily Ops User Guides %] Water Body:| none
L il
' Hotline Log Display - Windows Intemet Explarer l — o |B] R
@ hitp://webencT entviperarg/eocT/bosrds/hoard sspiitableid=141 Aiewid=3728uid=1.5727 F

Daily Operations @ EPA Region 5

HotLine Log

Last Updated: Oct 10 2013 9:53AM

DataID| Date | NRC |Status| StateLog NO.|Reporter /| SourceOf | Location Of |Water Body| Material Amount |Material| State OrEPA | Initial EPA |URL| Action
of | mo. Receiver |  Pollution Incident Type | Responded Action Report| —
Report. (s)
1355165 13-MAR | 1040365 |Pending| benning | AGRIUM US INC | NORTHEBEWD, | none | NITROGEN OXIDES (0 Local FD noadion | nfa| Mo
13 oH UNKNOWN AMOUNT}; notified, release
16:37 County: from facility, RP "
HAMILTON investigating
cause
1355205 13-MAR. [ 1040965 Closed 05C | CENTERPOINT | MINNEAPOLIS, | NOWE NATURAL GAS (0 | Other | OPS, LOCAL| NONENATURAL [ nfa | Mo
13 BOSEMAN |  ENERGY N UNKNOWN AMOUNTY; POLICE& FD | GAS RELEASE
18:01 County: ON SCENE SECURED.
HENNEPIN
1355050 13-MAR 1040331  Closed benning | SPORTS PLUS |CINCINNATL OH| none AMMONIA, Haz | Localsnotified, | noacion | nfa| No
13 County: ANHYDROUS (0 relief valve
12:31 HAMILTON UNKNOWN AMOUNT}; opened, release
secured
1355128 13-114R [1090247 [Pending| 2013-2-25-0295 | benning | PILOT TRAVEL | COLUMEUS, OF | DRY RUN OIL; DIESEL (0 oil =) Contacted OFPA | nfa | Ho
13 CENTER County: CREEK | UNKNOWN AMOUNT); responded, | Mike Dalton , left
14:41 FRANKLIN sheen on Dry | message if State
Run Creek, neede
likely from fuel | assistance to call
spillin 5/2012
1354877 13-MAR. [ 1040895 | Closed 0sC NORFOLK BAILEY. IN NONE OIL, MISC: _ ail NONENG |nfa| Mo | -
|I Page 1 of 962 =3 Disable Refre %h-

Figure 1810 - Recommended Display/Board Layout
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DATA MANAGEMENT AND RETRIEVAL

WebEOC is a useful tool for organizing and managing Daily Operations information. Retrieving
the data is an important part of data management and business decisions. WebEOC provides
simple sorting and filtering tools and a Summary report.

It is recommended that the Board Display window is open when performing Sorts and Filters.
All sort and filter results will be displayed in the Board Display window. For example, if you
need to sort the Exercise Log, click on the Exercise Log to display it and keep that Window
visible by resizing and moving it to the bottom of your screen.

Sort

Boards may be sorted on ANY data field but you can only sort on one field at a time. To begin
sorting, open the Ops Window of the Status Board by clicking on the blue + button to the right of
the Status Board name.

Note: Itis recommended that the Board Display window is open as well. The example below
shows the sample layout of the Ops Window for Action Reports, the Control Panel and the
Board Display window.

Click on the Sort button at the top of Ops Window to display sorting options.

Select from the drop-down menu which data field to sort by.

Select from the drop-down menu whether to sort by Ascending or Descending order.
Click on the Apply button below to apply your sort criteria.

The Board Display window will reflect your desired sort options.

akrownE

/= WebEQC 74 - Windows Intemet Bxplor., = =W 8 [0 . crcise Log Ops - Windows Internet Explorer [ ==y 52 |
ESi hitp://webeoc] ertviper.org/eocl/cont @ nttp://webeoc. e0cT/boards/ i |=2&ableid=146 i=381 Budisplay B
WebEOC 7.4 By o) Fiter ) |
RS Duty Officer 5 Duty Officer
I Daily Operations @ EPA Region 5 Ophons
Boards
[WebEOC 7 Migration] JS Tests Sorting I
Action Reports |
Call Log entrydate [+] © Ascending ® Descending l
Exercise Log (=]
Hotline Log a I
Operations Log
Personnel Log +] Paging
Significant Events
Website Links +] Show |25 [+] records at a time
[Pluains (e (2] Page
Daily Ops User Guides
Links
lEPAQSC
(o=@ =/ |
1468 d=1.57 B
Exercise Log
Last Updated: Feb 27 2013 2:50PM
Datato| e, [Region|2ans y  (Dote | Location [fomeol Do inype  ccenare  |OR0ORS |evalustion |Report|fy |Com |Contect |MO!7
2961 |2013/02/27 | Region |2013/02/19 | 2013/02/21 | St. Ignace, | Ofvin-lce | Other | Feld ol Gther Sef ne | T Trida A |Us(
05 Ml m Federal Edwards o
Agency eq|
for
2980 |2013/02/07 | Region | 2013/02/05 | 2013/02/05 | Red Lake Tribal EPA  |TableTop | Chemical ‘Coordination Verbal No 2 Glenn | Fin
05 Indian HAZMAT | Region Critique Ceku
Reservation , | Table Top 5
N o
wil
2578 | 2015/02/06 | Region |2013/02/05 | 2013/02/05 | Red Lake | Redlake | Local |[TableTop | Chemical |Communicatins | Verbal | Mo | 2 | 250 | soma
L3 Indian Indian Critique Vega/Glenn|
Reservation , | Reservat tion Cekus.
N Table Top
Excerdise
2577 | 2012/12/51 | Region |2012/12/19 | 2012/12/13 | Cicaga, IL | ISTEP/CTA | Local | TableTop | Eiological | Coordination S CHENE Brod |t
5 Benning | ad
2975 | 2012/12/19 | Region | 2012/12/11 | 2012/12/12 | Southgate, | Down River | Other | Full scale | Rad/Bio/Chem | Coordination [Independent | No | L Trda A | Usi
05 I Thrust Federal Edwards s
Agency t
« i J
B BFace 10f 20 W Disable Refresh

Figure 19 - Sorting
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Filter
In addition to sorting, the Board Display may be further limited by filtering the data. You can
filter on one or many data fields.

To begin filtering, open the Ops Window of the Status Board by clicking on the Status Board
name or the large gray button to the right of the board name.

Note: It is recommended that the Board Display window is open as well (see previous
screenshot).

Click on the Filter button at the top of Ops Window to display filter options.
Select from the drop-down menu which data field to filter on.

Click on the Apply button to apply your filter criteria.

The Board Display window will reflect your desired filter options.

PobE

Keep in mind that you will limit the display to only those records that satisfy ALL data field
requirements that you select in your filter criteria. For example, if you want to filter only for

Table Top exercises, select ‘“Table Top’ from the drop-down list for the Type field (see below).

— o)
/2 WebEDC 74 - Windows Internet Eeplor..| SHICHNES N 5 Ecraemlog Ops - Wt et e (= =]
ESi hitp://webeoc].ertviper.org/eocT/controlpanel.aspxtop= & & hitp://webeoc] ertviper.org/eacl/boards/board.aspx?ops=truelpermlevel=2&itableid=146 Bviewid=381 Bdisplay B
WebEOC 7.4 (CEniy [ Sot [kilter) |
R5 Duty Officer as Duty Officer Filter =

| Daily Operations @ EPA Region &

Boards

- —F
[WebEOQC 7 Migration] JS Tests 5] By} [=]
. q Position|
Action Reports (] [-]
Call Log ea Exercise Log Update Form
i a ; =

Exe@lse Log Date Entered: P .
Hotline Log [+ =] rr—— o
Operations Log a

— Date Started: |

Personnel Log (] (rvvvjmmoo) ]

Significant Events [+ ] Date Completed: ovvvy/amoo) 3 |
Website Links %] Location: state:| [

Plugins Name of Exercise:

D_a|ly Ops User Guides (] prT =

Links

- Type:

EPAOSC Websites Ype! | Teble Tor_[~]

/) Exercise Log Display - Windows Intemat Explorer . - =B |
& http://webeocT ertviper.org/eoc/boards/board.aspxitableid=1468wiewid=3828wuvid=1.5726 2
Daily Operations @ EPA Region 5 M;"::‘; 3

Exercise Log
Last Updated: Feb 27 2013 2:50PM
Date ___|Date Date - Name of Organized - Principal _ EPA |EPA
DatalD = Region Started C Location E = by Type| Scenario Objecti Evaluation |Report|# EPA Cost |Contact Note
2980 |2013/02/07 | Region |2013/02/05 [2013/02/05 | Red Lake Tribal HAZMAT EPA Table| Chemical Coordination Verbal Mo 2 Glenn Fi
05 Indian Table Top Region |Top Critique Cekus rey
Reservation , fn
MN 5T#
cont
wil
[
2978 |2013/02/06 | Region |2013/02/05 [2013/02/05 | Red Lake | Red lake Indian Local Table| Chemical |Communications Verbal Mo 2 250 Sonia
05 Indian Reservation Top Critique Vega/Glenn
Reservation , Table Top Cekus
M Excercise I
2077 _l2n19199121 Loanian [3n1399/10 Ianinmnia lokicann 1 LETEDICTA Local ITahlal Bintanical Fornedinatinn caif [ 1 n Rrad bahl T

Figure 20 - Filtering

Note the ‘Filter Applied’ status of the Display window. To remove the filter, click on the Clear

button next to the Apply button.
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Status Report

A detailed status report of Daily Operations activity is available by selecting Report: Daily Ops
Status from the Control Panel. The report aggregates information from the HotLine Log,
Operations Log, Personnel Log and Significant Events. Users may define a Report time period
for the status summary. The default period is one day based on today’s date.

@}n @ http://webeoc] ertviper.org/cocl/plugins/epa_dai O ~ B & X § & Regional Status Report for... X | 1 ‘_*' ’-‘!-

@Con\reﬂ v [GHSelect

= a GDIT Metwork Resources 2‘ ERT Software Support Ad... a HelpDesk Absolute FAQ ... a SonicWALL - Authenticati.. | References «
Report Period: Print | Save As...
Beginning:

Endng

R1 Daily Ops Status Report

Current Status (11:15 AM on 10/10/2013)

Personnel

Available OSC's:

Banks Barry Burgo
Caterino Chau Condon
England Hatropoulos Haworth
Holmes Jakabhazy Jarrell
Lipson MeIntyre McKeown
Nalipinslki Pasquerella Sherrin
Sherrin Tsang Tsang
Vanderboom Wainberg Wainberg
Way Young

Unavailable OSC's:

Bazenas Heam

Reported Activities (10/10/2013 - 10/10/2013)
Spill Notifications
State

CT

MA

d

ME
NH
RI
VT

Total

Significant Events
No significant events for this reporting period
Field Operations

No Ops Log entries for this reporting period

OOOOOOOE
QQQQQQQE

OOOOOOOE

Exercises

Mo exercises for this reporting period

#100%

Figure 21 - Status Report and Summary
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The Personnel section of the summary report indicates which OSC’s are assigned to RRC
duties as well as those that are available.

The Notification section of the summary report is organized by State and Material Type.
If a material type is NOT entered into the HotLine Log, these entries are NOT included in
the Total. They are however reported in the parentheses next to the Total. Items in the
HotLine Log where ‘Exclude from Reports’ was checked are also NOT included in
these totals.

The Significant Events section of the summary report displays the Significant Event
activities for the specified time period.

The Field Operations section of the summary report displays the Operations Log
activities for the specified time period.

The Exercises section of the summary report displays the Exercise Log activities for the
specified time period.
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Significant Events

Any information that is considered notable can be recorded as a Significant Event. The
Significant Events board may be populated by using the associated input form or by data linking

Action Reports.
wepole,.
/2 Significant Events Display - [E=REE ™%

& hitp://webeocT.ertviper.org/eocl/boards/board.aspxdtableid=155&wviewid=399&uvid=1.5730 2

Daily Operations @ EPA Region 1 e
Significant Events
Last Update: Oct 29 2012 1:33PM

m

DataID Date Time Type Location Description URL
2086 2012/10/29 [14:31 | Admin - nfa Telework Episodic Hours (TWEHR) if due to Storm nfa
N Telework Code Sandy =
Telework Regular Hours (TREGW) if it was the
employee’s normal day to work at... More
2043 2012/06/05 |16:41 | WLE2012 R1 REQC R1 SITREP Posted to epaosc.org in SITREP section of | Click
website noted below. Here
2042 2012/06/05 |15:37 |MLE2012 FEM& RRCC EPA ESF 10 Desk Set up nfa
2040 2012/06/05 |10:15 |MLE2012 R1REQC Here is where a message can be conveyed within nfa
Region 1 only.
025 2012/04/10 |14:07 | Spill Report BRISTOL, CT Motified CT DEEP of NRC Report, DEEP will follow nfa
(HRCz; (HARTFORD County) |up.
1008253)
2022 2012/04/11 |16:15 | Spill Report GORHAM, ME Coordinated with MEDEP Portland Office. nfa
(NRC: (CUMBERLAND
1008332) County)
006 2012/03/13 |23:27 | Spill Report BOSTOM, MA Due to extensive media coverage and reports of nfa
(MNRCz: (MIDDLESEX power outage and evacuations, EPA responded to .
snnrrray e Hp

= Significant Events Ops - Windows Internet Explorer -Iglélg

= ol : / /] </ B velz B —
@ http://webeoc] .ertviper.org/eocT /boards/board.aspxlops=trueBipermlevel= B E Elii Sort Filter J
bl Sot | Fiter )
New Record
New Record [ Spell Check ] [ Cancel ] [ Retrieve Record I
Save Spell Check m} e Data Links
Action Reports l&l’ D\
(Signiﬁcant Event Enlry) Significant Events|
- 2 = - Submitted by:
Date: 20131’1[W Date: 201 T e Time: 11:27 HQ';L,W Oflﬁ]rer
Time: (HH:MM) .
Duty Officer/ Responder Name: NRC Report #: Hotline Log #:
Type: Action Inf ti
Location: Description:
Description: "
URL: http://

Figure 23 - Significant Event Ops Window

Phone #:

Figure 24 - Data Linking to Significant Events Board
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WEBEOC INCIDENT SPECIFIC EVENTS

If an Emergency Response is elevated beyond typical response actions (e.g. regionally or
nationally significant), then an independent event may be created in WebEOC separate from the
Daily Operations event. These independent events include ICS forms to support the ICS process.

The ICS process has been adopted by the EPA to handle emergency responses that are
considered regionally or nationally significant. The Incident Specific Control Panel is tailored
to meet these needs as well as non-emergency exercises. 1CS forms dominate the layout
followed by various logs and links.

Since not all incident specific events require ICS, the details of the ICS process and each of the
ICS forms will not be discussed. However, relevant boards and forms will be highlighted to
illustrate how WebEOC can be used during incident specific events and exercises. The
following will be examples from the Exercise Ruby Slippers during the summer of 2004 to
illustrate the default boards available in an Incident Specific event.

Logging in to an Incident Specific Event

There are three (2) incident specific logins that represent different levels of responsibility:

Planning and Logistics. Each login will determine which default forms/boards are available for

utilization, however currently, they both are configured with the same boards.
Planning/Logistics — all standard ICS forms as well as other default incident boards

NOTE: Additional ICS forms and custom boards may be made available by request.

i) (72 EOC 74 - Windows Intermet Explor.. (s = e
IEE————

ESi http://webeocTet.. O~ B X o 1 -

ESi WebEOC 7.4 Login X

: % @Convert v [EiSelect EF http://webeoc] erviper.org/eoc]/controlpanel.aspxftop: B
| 5k 2 GDIT Network Resources i3] ERT Software Support Ad... 2| HelpDesk Absolute FAQ ... -
- WebEOC 7.4
i WebEOC 7 4 Login Y I R3 Flanning as Planning
: i R3 2013 Presidential Inauguration NSSE
Jurisdiction: |Region 03 =] Boards

R3 cooP 5 Action Reports

R3 Duty Officer B

R3 Logistics m ICS 213 - EPA General Message

User: GEIZELTNN] - ) - .
Password. sesesses Incident Notification Log
Significant Events

WARNING NOTICE

ICS Menu »

I
computer, (2} this computer network, (3) all computers connected to this network i Tools

You are accessing a U.S. Government information system, which includes: (1) this

and (4) all devices and storage media attached te this network or to a computer on
this network. This information system is provided for the U.S. Government-authorized
use only. Unauthorized or improper use of this system may result in disciplinary
action, as well as civil and criminal penalties. By using this information system you
understand and consent to the following: You have no reasonable expectation of
privacy regarding any communications or data transiting or stored on this information
system. At any time, the government may for any lawful govemment purpose
maniter, intercept, search and seize any communication or data transiting or stored
on this information system. Any communications or data transiting or stored on this
information system may be disclosed or used for any lawful government purpose. By
continuing to access this information system, you acknowledge, you understand and
you consent to the above terms

Messages
Plugins
ICS User Guides
Links
2013 Inauguration Website
L Report: Incident Nofification Log
A Report: LRE Special Meals Report

ERT Software Support: (p) 800-999-6990 (e) ERTSupport@epa.gov
WebEOCBis a of ESi isition. Inc.

Figure 26 - Planning Login
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DEFAULT FORMS/BOARDS FOR PLANNING/LOGISTICS LOGIN

Incident Specific Dashboard

The Incident Specific Dashboard contains additional sections including Menus, Tools and
Plugins. Menus contain additional sub-menus related to ICS activities. Below is an example of
the Planning Dashboard with additional ICS boards and ICS sub-Menus including List
Maintenance and Resource Reports sub-Menus.

=) WebEOC 7.4 —Winduwslnter..l = | E. 22 ‘=) WebEOC 7.4 - Windows L., | = | Iﬂ

51 http://webeocT.ertviper.org/eocT/controlpanel &
enE() i @
R3 Planning 2= Planning Log Off

R3 2013 Presidential Inauguration NSSE
Boards

E5i http://webeoc] .ertviper.org/eoc]/menu.asp B

) WebEOC 74 - WindowsL.. L= | B[ 58 |

EF http://webeoc] ertviper.org/eocl/menu.asp B

Boards

Personnel Resource Log a|
Equipment Resource Log (%]
Operational Period Manager a

Action Reports @ [ff ICs 202-EPA Incident Objectives &
ICS 213 - EPA General Message & & [fllICS 204 - EPA Division Assignment Lis|
Incident Notification Log @ @ || ICS 204a-EPA Assignment List Attachr|
Significant Events & @ ||fjj!CS 205-EPA Incident Radio Commu
Menus ICS 206-EPA Medical Plan a8
ICS Menu » & |jfjjICs 214-EPA Unit Log (%]
Tools ICS 230-EPA Daily Meeting Schedule
Messages @ | |if situation Updates (%]
Plugins Menus

ICS User Guides & (Il List Maintenance Menu » ]
Links Resource Reports » (5]
2013 Inauguration Website Plugins i
Report: Incident Notification Log ICS Organizational Editor (]
Report: LRE Special Meals Report Links

Report: LRE Special Meals Report

Boards

Accounting Code Editor [+ W]

Agency Editor [+ ]

Asset Type Editor [+ W]

Location Editor [+ ]
U

=) WebEOC 74 - WiM T =

ESi http://webeoc] ertviper.org/eoc?/menu.asp B

Links "

Report: ICS 203

Report: ICS 205A (Phone List)

Report: Personnel Status

Report: Equipment Status

Report: Equipment Summary by Type
Report: Personnel Status Summary
Report: Personnel Status Summary By
Report: Personnel Resource Summary
Report: Personnel Resource Summary
Report: Sign In Sheet

Report: T-Card Labels

Report: Equipment T-Card Labels

L —

e =

Figure 27 — ICS Dashboard and Sub-Menus
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ICS 213 - EPA General Message
The General Message board represents the ICS form 213 and can be used to track requests and
replies made during the event.

[ 15 213 - EPA General Message Ops - Windows Internet Explorer
[@ http://webeocT ertviper.org/eoct/boards/board.aspitops=trueSpemlevel=2&tableid=174Gviewid=4T0Blisplayviewid=472 B
bl SOt | Fiter )
New Record
I [ Spell Ched | | Retrieve Record |
GENERAL MESSAGE
| fro tname: POSITION: &
LOCATION: -
. POSITION: &
FROM (name): LOCATION: 8
|SUBJECT: DATE: 2013/10/10 (wwmmnn)ll [TIME: 12:08 (HH:MM)
MESSAGE:
I |SUBMITTED BY (name): POSITION: &
l REPLY:
lc ) Yes | No
DATE: vy Mm/o)_ [TIME: SIGNATURE/POSTITION:
IC5 213 NFES 1336
i
Figure 28 - General Message Ops Window
r |1
@ ICS 213 - EPA General Mes: J
@ nitp://webeocT ertviper.org/eoc]/boards/board.aspx?tableid=174 &viewid=472&uvid=1.5321 2
Rt 50MS Jackson
ICS 213 - EPA General Message
DataID From Position To Position Date Subject
4 Carter Williamson COM IC Jeff Crowley PLAN Sit Unit Ldr 20070621 Jack Carley Causeway
B0 Carter Williamson COM IC Karen Singer LOGS Section Chief 2007(08/20 Resource Request
79 Tim Neal OPS Saction Chief Karen Singer LOGS Section Chisf 2007/08/20 Resource Request
72 Glenn Adams Karen Singer LOGS Section Chief 2007/06/20 Resource Request
73 LCDR Lampton Karen Singer LOGS Section Chief 2007/08/20 Resource Request
76 Mamphis LSC LOGS Section Chief | Karen Singer LOGS Section Chisf 2007/08/20 Resources
75 Jose Negron crowley PLAN Sit Unit Ldr 20070720 Fire at Dupont, Memphis TN
74 Jose Megron Greg Hamm PLAN Sit Unit Ldr 2007/08/20 EWM2047-1
58 REOC PLAN Resources Unit Ldr | 2007/06/19 Ullack deployed to Greenwiood, M5
IBlPace 10of 1 B3 ™ Disable Refresh
\ = v

Figure 29 - General Message Board Display



Incident Notification Log

An incident notification log entry relates to any major developments that may occur i.e.
explosions, casualties, etc. This board is a useful vehicle for reporting important details in real-
time. These entries are available to interested parties via the Incident Notification Log Board
Display.

72 Incident Notificatio i i [E=REEN

& hitp://webeoc].ertviper.org/eocT/boards/board.asp:dtableid=170 8uviewid=456 &uvid=1.5324 B2

| »

R4 SONS Jackson
Incident Notification Log

DatalD Date Priority Rank | Status Incident Name Description Location Response | Type | NRC |Site URL| Details il
Received Lead L
1334 |2007/06/21 High Open SONS JAC: Middleton | 20 car train derailment | Middleton . TH Hardeman [[Map) Haz | 839146 nfa View 3
Train Derailment and release of
materials, Caller stated
t... More
978 | 2007/06/21 Low Closed SONS JAC: Widespead | Hi, Lt. Michaels here Kenton , TN ,Gibson Other |JAC2089 nfa View
power outage in Kenton from SIM-Kenton -01
and possible fuel spill | Tennessee Police. I am
call... More
407 | 2007/06/20 High Open SOMNS JAC: Chlorine | HI, this is Mike Williams . » (Map) Haz |JAC1023 nfa T

tanks ruptured abd U can see a yellow-
green cloud in th...

More
1328 |2007/06/21 High Open SONS JAC: Penn Steve Spurin will pass Memphis TN Shelby (Map) |Local nfa View
Spedialty Chemical on request to TN EMA
point of contact. Nu...
More
1324 |2007/06/21 High Open SONS JAC: Mid-Valley | Caller stated there was | Oxford M5 | Lafayette (Map il 839296 nfa Micw.
Pipeline a release of materials
from a 22 inch pipe...
More I
1322 | 2007/06/21 Low Open | SONS JAC: SIM MLGW |The SIM-MLGW McCord| Memphis TN ,Shelby (Map) Haz [1acaoei| nja View
McCord Pumping Station Pumping Station is
experiencing a
substantial ... More I
972 | 2007/06/21 Low Closed | S0NS JAC: il Spill from | Yes, this is Jim Johnson Brookhaven M5 Qil  |Jac2o070 nfa View

Junk yard, Brookhaven, | and I own SIM Jim's

1| 1 |

[ <<<< | << [REVEREVP] M Disable Refresh

Figure 30 — Incident Notification Log Board
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Sort | Filter ]

Update Record 1334
[ Save ] [ Spell Check ] [ Cancel ]
Incident Notification Log
Date Call Received .
Crvey/mamfog) 2007/06/21 G| Location of Recorder [~]
Time Call Received _ . - .
(hh:mm) 14:53 Call Received By:
Information Received From
First Name: Leigh Affiliation:
Last Name: Dehaven Telephone: (312) 353-5732
NRC Number: 839146 Site URL: http://
Incident Site Information
Material Type: Haz |Z| Release To: |Z|
] . o : . Latitude:
Incident Name: SONS JAC: Middleton Train Derailr (Decimal Degrees) 35.05964
Longitude: _
Address: (Decimal Degrees) 88.859273
City: Middleton GPS Collection Method: Strests & Trips =
state: TN [+] zip: FRS #:
County: Hardeman Fadility Type: lz‘
Description: 20 car train derailment and - Resources On Site: -
release of materials. Caller stated
this incident resulted in a fire from -
Incident Boundaries: - Resources Needed: -
Potential for Incident =] e ‘ 1
to Expand: i
Containers Impacted
Container Type Quantity Location
Drums
Propane Tanks
Cylinders
Other Large
Small Containers (<5gal)
ident Ii cted or Has F ial to Impact
People:
# of fatalities Property: []
# of injuries Economy: |Z|
# of exposed Political Interest: lz‘
# of evacuated Environment: lz‘
e 1 X

Figure 31 — Incident Notification Ops Window
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